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®

TOP-DOWN ANALYSIS U]m
EU and national strategies, legislation
on digitalization and digital skills

What digifal skills are currently defined? What is
missing? What frameworks are relevant for siructuring
digital compefencies?

BOTTOM-UP ANALYSIS U[m
digital skills for current jobs in the
Romanian public administration

How the digital initiafives/ legisiation determine digital
skills needs for short fo long-term?

©

INTERNATIONAL BENCHMARKS @
(DigComp, Spain, UNESCO, OECD)

Digital compefencies - What are the relevant approaches
to structuring them? What areas are included? How are
they successfully used in HR processes?

— 2 &

digital roles and digital skills for public
administration in 2032

What digital skills and digital roles are needed for
advancing digital agenda over the long-ferm?

®

PILOT TESTING AND @
VALIDATION across 3 institutions

to ensure Framework's real-world
applicability. It also tested the usability of
the Training Needs Assessment (TNA) tool
and validated the typology of ICT roles
developed earlier in the process.

ToOLS © ﬂ

» Expert review of JDs

* Naiural language processing (NLP) for job descripfion review
* Study visits - ltaly and Spain

* Siruciured workshops and interviews

*+ Horizon scanning for future trends, frend analysis
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All civil servants

Managers
Exclusive to leadership
roles (formal or functional),
including project leads and
non-ICT managers

A

Fundamental digital
competencies

Focus:

Knowledge, skills and attitudes
(]
use digital tools and handle data,
information an_d other content
in
a confident, critical and
responsible way.

Represents:

& The “what” and “how” of
digital work

Digital transformation
competencies

Innovation, improvement,
adaptability, cultural and
behavioral change

Enabling digital transformation

Represents:
& The “why” of digital work

® How can civil servants make
policies and services better
through digital change?

Digital leadership
competencies

i

Focus:
Setting direction, aligning digital
initiatives with institutional goals,
driving digital governance

Represents:
- The “who” and “how” of
digital leadership

. How can managers lead
effectively in a digital public
administration?



All civil
servants

Managers

Competency areas

nt and digital public services

Competency title.

1.1 Searching and accessing data, information and digital content

1.2 Evaluating data, information and digital content

1.3 Managing data, information and digital content

2.1 Communicating, interacting and fostering citizen and business participation through digital technologie:
2.2 Sharing and collaborating in digital teamsin intra- and inter-institutional contexts

2.3 Ensuring digital integrity and accountability in public administration

3.1 Developing, integrating and re-using digital content

3.2 Delivering and contributing to digital public services

33 Ensuring compliance with legal and regulatory frameworks and standards in digital environments
4.1 Protecting devices and infrastructures

4.2 Managing digital identities, and protecting personal data and privacy

4.3 Supporting healthy and sustainable digital practices

5.1 Managing digital devices, including identifying and solving technical problems

5.2 Using automation toolsin digital environments

6.1 Contributing to digital transformation in public administration, driving innovation and improvement
6.2 Developing digital competencein the workplace

6.3 Al Literacy in public administration

7.1 Managing performance and operations through digital technologies

7.2 Leading team development in digital environments

7.3 Driving and leading innovation and digital transformation

7.4 Strengthening public services and ensuring responsible digital governance and cybersecurity

7.5 Anticipatory and strategic thinking supporting public administration




The proposed digital competency framework for the public

] ]
D d f D C administration Level of modification
e rI V e rO I I l I g O I I l p 11 Searching and accessing data, information and digital content Adapted to PA

1.2  Evaluating data, information and digital content Adapted to PA

1.3 Managing data, information and digital content Adapted to PA
Communicating, interacting and fostering citizen and business .

21 participation through digital technologies on LEalins b
Sharing and collaborating in digital teams in intra- and inter- n

22 jnstitutional contexts el e L
Ensuring digital integrity and accountability in public .

= administration el

3.1 Developing, integrating and re-using digital content Adapted to PA

3.2 Delivering and contributing to digital public services Totally new

3.3 Ensuring compliance with legal and regulatory frameworks and

" standards in digital environments

4.1 Protecting devices and infrastructures Adapted to PA

4.2 Mlanagmg digital identities, and protecting personal data and Modified for PA
privacy

4.3 Supporting healthy and sustainable digital practices Modified for PA

51 Managing digital devices, including identifying and solving Adapted to PA

technical problems

5.2 Using automation tools in digital environments

Contributing to digital transformation in public administration,

L driving innovation and improvement

6.2 Developing digital competence in the workplace Adapted to PA

6.3 Al Literacy in public administration Totally new
Managing performance and operations through digital

71 technologies Totally new

7.2 Leading team development in digital environments Totally new

7.3 Driving and leading innovation and digital transformation Totally new

7.4 Strengthening public services and ensuring responsible digital Totally new
governance and cybersecurity

25 Anticipatory and strategic thinking supporting public Totelly new

administration




Lesson 3:
DigComp is the foundation, while digital transformation and digital leadership
competencies should be seen as system requirements, not optional add-ons
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Fundamental digital

competencies

Digital transformation

competencies

Digital leadership
competencies

Competency areas

Area 1. Digital literacy in
public administration

Area 2. Digital
communication and
collaboration

Area 3. Digital content
and digital public services

Area 4. Safe, responsible
and sustainable use of
resources

Area 5. Problem-solving
through digital
technologies

>

Area 6. Digital
transformation in public
administration

—»

Area 7. Digital leadership
and governance in the

public administration

Competency title & definition

I T T S

1.1

Searching and
accessing data,
information and
digital content

Competency descriptors & complexity levels

To articulate
information
needs, to know
how and where to
search for data,
information and
content in digital
environments. To
select
appropriate
digital tools,
including Al
systems, to
create,
implement and
update searches
to support public
administration
tasks and
processes.

Including competency
on Al literacy (6.3)

1.1.3.

1.1.5.

Able to identify and articulate specific
information needs related to tasks in the
public administration (e.g. reporting, policy
design, service improvement), and select
appropriate digital services to retrieve
relevant information.

Search for professional content, resources
and databases to accomplish tasks in their
field of public administration (e.g. for
reporting, policy briefs, to guide citizens).

Establish simple search strategies for data,
information and resources stored on
intranet and shared file storage systems

(e.g. sharepgint) in public administration.

Distinguish relevant key features and
purposes of a variety of search services and
tools, including specialised search services
for public administration use, Al systems
and databases.

Apply appropriate strategies to use
advanced features of search services, and



2.2, Sharlng and To share data, 2.2.1.Know basic collaborative digital tools to

information and share and work in digital teams, e.g. shared

collaborati ng digital content calendars, scheduling platforms, shared

in dlgltal responsibly with documents, project boards and task-tracking
others through systems.

teams In Intra-  appropriate

. digital 2.2.2.Use collaborative digital tools to coordinate A

and inter- . activities, e.g. project boards, schedulin

technologies, , €.8. proj ’ g

institutional interoperability platforms, digital calendar, time reporting.
standards and . .
context open data 2.2.3.Use co-LLaboratlve dlgltal tools to co_—dgvelop A
. materials and monitor progress within a
initiatives. .
team, e.g. shared documents, project boards,
“strengthening To use digital scheduling platforms.
interoperability in te‘;lh':’“’g"es for 2.2.4.Work with institutional tools and platforms B Example of
collaborative :
: 2 (e.g. case management systems, interagency . PR
the public sector processes t°_ portals, shared databases) that support |nst|_tut|onal
the Interoperable support public interinstitutional coordination, joint service requirements
administration delivery or multi-institutional workflows.
urope Act entere
o tasks and
into force on 11 workflows. 2.2.5.Use digital systems and protocols to securely B
Apri[ 2024 exchange information and documents with

other public institutions or external
stakeholders, in compliance with
interoperability and governance standards.



https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A32024R0903
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A32024R0903

Competence
descriptor ID

u Competence descriptor

Proficiency lna=! Knowledge s&kitt

or attitude

Source

2.2.01 shared calendars, scheduling platforms, shared documents, proij Basic knowledge
task-tracking systems. CS2.2.06
Use collaborative dj . .
2.2.02 scheduling plaﬁomTOfiCienCV levels: Basic skill €S2.4.01
: Level A: Basic —enabling a routine
2903 Use collaborative e R ] Basic <kill
o within a team, e.g SRACIRORO I 2 USSR -
Work with institu . 3 4 )
2.2.04 interagency portd  Level B: Intermediate — Intermediate skill CS2.4.04
coordination, joif a@autonomous use, adaptation to
Usedigital systen  different contexts, and the ability to
2.2.05 documents with Support to others. Intermediate skill
compliance with Spanish FW in PA
Managerolesanc | aye| C: Advanced —
2.2.06 workflow tools, e . . . dit Intermediate skill
. strategic use, innovation, or _ _
files both synchry . . . Spanish FW in PA
oversight in digital domains. /A/
2.2.07 Vflur:cl;z?::uds?:tz:::d on the reliability of data e Intermediat ahuda
P vy ' UNESCO et al.
2908 Promote.th e.lmPortan ce of documenting basic workflows in digital formats to Intermediate attitude
support institutional knowledge.
Aware of various mechanisms to facilitate the reuse of an organisation's data )
2.2.09 within and across public administrations (interoperability standards, open data Advanced knowledge
initiatives). Spanish FW in PA, UNESCO et al.
2910 Can explain the benefits of interoperability of information systems in public Advanced knowledge

administration and institutions to enhance the reuse of administrative data.

. J




What does it mean to be competent?

Competences are a combination of KNOWLEDGE
knowledge, skills and attitudes,
they are composed of

» concepts and facts
(i.,e. knowledge)

« descriptions of skills (e.g. the
ability to carry out processes) and

- attitudes (e.g. a disposition, a8  ,ruoes
mindset to act)

SKILLS



Proficiency levels

Streamlined in three proposed levels (A-B-C), while differentiating their application between
Areas 1-6 and Area 7.

* In Areas 1-6 proficiency progression reflects mainly the increasing technical depth,
complexity of tasks and autonomy of use required by different roles, without entering the

specialised ICT domain.

* In Area 7 — Digital Leadership and Governance — the proficiency levels represent
qualitatively different leadership and organizational responsibilities

* (A) contributing to improvement initiatives,
» (B) coordinating transformation programs and managing digital performance,

» (C) steering institutional change, governance frameworks, and strategic partnerships.



. Al and Digital transformation

Al

1. Digital literacy in public
administration

2. Digital communication and
collaboration

3. Digital content and digital public
services

4. Safe, responsible and sustainable
use of resources

DT

5. Problem-solving through digital
technologies

6. Digital transformation in public
administration

7. Digital leadership and governance in

public administration

DigComp-like
iIntegration
throughout

all
competencies




Competency title & definition

l

. Al Literacy as a competence
/“BasicAI

Competency descriptors

l

6.3. Al Literacyin
public
administration

To ensure a general conceptual
understanding of what Artificial
Intelligence (Al) is, contexts for its
application, and critical, ethical
and responsible approaches to
using Al in public administration
tasks and processes. Understand
legal requirements concerning the

use of Al in public administration
(e.g. Al Act).

6.3.1.

6.3.2.

6.3.3.

Aware that when using any
Al systems in public
administration, the user
should be provided with a
sufficient level of Al
literacy.

Open to consider the
opportunities of Al systems
and emerging technologies

for the functions of public
administration.

Recognise what Al is in
general terms, making a
basic distinction between
what is and what is not an
Al system.

literacy and
responsible-
use
competencies
are increasingly
relevant for all
civil servants
and should be
embedded at
foundational
proficiency
levels. “

%




“How to” example from spreadsheet

ompetence Competence Proficiency lozzs
umber B { descriptorip n Competence descriptor name dmlﬂnl ﬂ Source

6.3.01 Aware that when using any Al systems in public administration, the user should Basic 1
6.3 o be provided with a sufficient level of Al literacy. Al Act

Open to consider the opportunities of Al systems and emerging technologies for

6.3.02 . . L. . Basic 1
the functions of public administration.
6.3 UNESCO et al.

6.3.03 Recognise what Al is in general terms, making a basic distinction between what is Basic 1
63 e and what is not an Al system. Al Act, ©S3.4.03

When using Al tools in public administration tasks, even generative Al tools

freely available, aware that public administration might have rules about their use
6.3.04 i ' . P . T g . } Intermediate 1
at work (e.g. they might lack suitable institutional oversight and thus pose risks

6.3 for usein public administration). Al Act

When using Al tools, either institutional or free ones from the Internet, aware
6.3.05 that inputting sensitive, proprietary or personal data into Al systems can lead to Intermediate 1

unintended consequences, e.g. leakage of this data, misuse of personal data. . o
6.3 Irish Guidelines

Identify which types of tasks in one's regular work in public administration are
6.3.06 more or less suitable to complete using Al tools (e.g. generative Al) and can Intermediate 1
6.3 outline safeguards in place to ensure humans can override Al systems. Al Act

6.3.07 Critically evaluate some capabilities of Al to support human skills and judgement,

6.3 and know that Al can also be used to substitute human skills.

KITOW, TIT EENErar TErTTS, TEEvanT ATTONCEPTS (.. TaTEE TANEUaEE TOUETS, Tatnine |

6.3.08 learning, deep learning) and examples of their use in their field of public Intermediate 1
adhnein . :

63 6.3.09 Al system and basic steps to mitigate those risks, including how legal and ethical Intermediate 1 Al Act

RS TPt Ee o SaHE o Pretr a6 the Smoostussmg omgrear——————
6.3.10 technologies' ethical and social implications in public administration (e.g. Al Intermediate 1
P 'y o i DA limidal fonmlismiomen fmnsmlygmimenl

6.3.11 Contributes to the development of practices that support Al literacy guidancein Advanced 1

6.3 public administration institutions according to legislation or industry standards. Al Act
DTSTEUTSTT EXaImpIes or TEN-TISK AT SYSTems [e.B. accorameg w egsauongy o |

Intermediate 1
Al-Rediness by Apolitical

6.3 Al Act

6.3 Al Act

I 6.3.12 their field of public administration, their potential negative impacts and how the Advanced 1 [

6.3 b Al Act, LO2.3.25 and LO2.3.26

moarcoane oo een the Al essedomn ic siend poem mvarcicathaie




Why so much Al?

Public Sector Tech Watch: Al projects underway in Public Sector (self-reported)

» 30% General public services,

e.g. chatbots and tools for interna Total e

office management | 141 Public Sector

 16% Public safety . Primary sector
 15% Economic affaires General public services

« Various status: implemented,
piloted, planned

All v Social protection

 Link to the interface (=] Select all Economic affairs

[ ] 5G (Edge Computing) 135

[] ARAWVR
Environmental prot...

B Artificial Intelligence o
[] Blockchain

[ | Diaital Twins

(numbers refer to Feb 4)



https://app.powerbi.com/view?r=eyJrIjoiZWMzMDk2ZjYtNmU0Mi00Yjg5LTg1MGQtN2MwYzQwN2ViZjdlIiwidCI6ImIyNGM4YjA2LTUyMmMtNDZmZS05MDgwLTcwOTI2ZjhkZGRiMSIsImMiOjh9
https://app.powerbi.com/view?r=eyJrIjoiZWMzMDk2ZjYtNmU0Mi00Yjg5LTg1MGQtN2MwYzQwN2ViZjdlIiwidCI6ImIyNGM4YjA2LTUyMmMtNDZmZS05MDgwLTcwOTI2ZjhkZGRiMSIsImMiOjh9

Table XX — Comparison between lay users, professional users and Al professionals

Lay users

General public

Professional users !

Domain experts

Al professionals

Specialists
responsible for
planning, designing,

Role interacting with Al using Al in their o 1 .
. building, operating,
systems professional work .
managing, or
governing Al
. High - technical and
. Moderate - domain- & .
Al expertise Low . : ethical Al
specific Al literacy
competence
. . Data scientists, ML
Social media users, Doctors, teachers, . !
. . . . engineers, Al
Examples job applicants, online lawyers using Al . .
. . ethicists, Al policy
shoppers tools in practice .
advisors
Use Al to inform or Develop, train
. . Use Al-enabled . p,. .
Interaction with Al . support professional | deploy, maintain, or
services or products .
decisions oversee Al systems
Use responsibly, Interpret Al outputs, Ensulre te(?hnlcal
oy eraes 4 . : quality, fairness,
Responsibilities understand basic ensure ethical use in s
. N accountability, and
implications context .
compliance
. Basic understanding | Awareness of system Deep knowledge of
Required o ’ Al theory, design
of Al presence and capabilities, risks, .
knowledge Y . principles, and
limitations and ethical concerns . .
societal impacts
May have domain- Form.al edLl1cat10n,
- e o certification, or
Credentialing None specific training in Al P
accreditation in Al-
tools
related fields

Al professional
role profiles
outlining the

<

On-going:

necessary

competencies
as demanded
by the market

N

)

Source; draft
CEN Workshop

Public

consultation Al

Profiles


https://www.cencenelec.eu/news-events/news/2025/workshop/2025-04-16-arisa/
https://www.cencenelec.eu/news-events/news/2025/workshop/2025-04-16-arisa/
https://www.cencenelec.eu/news-events/news/2025/workshop/2025-04-16-arisa/
https://www.cencenelec.eu/news-events/news/2025/workshop/2025-04-16-arisa/
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